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*5MM ^ Sl^^ Cflol^Sl ^jLSl-l- i^SRr ^ ^^g- ^11*^ Cf. 

iflH^a #*l*r j£o> 7 fl^l« ^*g«Hr <g3*M Hefl^^l ^7f^ 

2)-, 314^ 3(| cflolEl ^eoJ cfl^H *fl3L* ^*8*Rr *fl 2-4^*h ^7] 

313^ ^32f ^ JL^Sr ^"^^ *flH ^ = # ^"71 25|)ojol) ^7>*}-fe *f| 3^ 

€ ^ cfltb FCS(Frame Check Sequence) ^]3» ^«g*Kr afl 5434, #7l FCS 31 

331 ^4 &-g- i^-SRr FCS ^H.* ^-71 ^ ^eflojcH] ^7>§>^ 

^. ^3 #IL*V -§--£ EPON^l iL<£h|- $1*11 *}-8-€4. 
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£ 4 

EPON, H^t, LLID 
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^oHl^^ 01^4 H^ol^Al ^ ^{TRANSMITTING 
METHOD FOR AUTHENTICATION AND PRIVACY SECURITY ON TREE STRUCTURE NETWORK} 

£ l£r ^^^1 PONS] S.^l^V^r 

£ 2^ oflAl^l ^ efl3.>*1 f «J«!:3Sl old^l 5*1 *Rr je^, 

3^ ^- ^A] ^ofl o}-^ £^o.S ( EP0N«*fH ^Jl^I- J^-fr £S£ 

£ 4^7 ^ ^oii tcj-s E igo. Sj oj.ji5(. ^ s&sm o] 



24-5 
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<6> ^. ^-^ o. ^^cf^ H5] ^2: ^ ^ tioj-^- i^>^ « c v^ 

at He] ^2: ^B^lae} ^A S5] ^2 MlH^H.^ afl^ , *>M- 

^ OLTCOptical Line Termination)^ #7l 0LT1 ^^Ib s>q- o^, c^S} 0NU(0ptical 
Network Unites ol-f-o^lb #7><y 7> n 0 >(Passive Optical Network; PON, °l^r "P0N"°1 

A W4)* # ^ 

<8> £ 1^ ^ti}^<?l PON^l t 1 ^* £^l*fb S^olcf. 

<9> £ 1^1 J£X|^ ti}sq- ^o], pon^: ^\A^\ OLT(IOO)^-, ^"71 OLT(IOO)^] ^#5]b 0NU1: 

(lio-i 110-3)^ ^-7] oNU-i-ciio-i no-3)oil AA ^^^lb 7V<y7>v ib 

(Subscriber)!: (120-1 120-3)5. ^€ ^ &4. #7l £ l°flb ONUlr(110-l ifl 

*1 110-3H *>M-^^1 7>^7>(120-1 i^^l 120-3)7} 0.5. S^I^H ^Ml^.b 

*>M-^ 0NU(110-1 i^^l 110-3)^1 4^o) 7V^7.>(120-1 120-3)7> *r , AA 

ONU(110-1 110-3)2} 7><a^>(120-l 120-3)1-Sl ^ ^cflc}^ es] ^-2:1- 
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1020020060176 W^ 2003/9/30 

«*fl 802.3 = iSfl°J-g- ^cflcf^^ H ^ uilH^a* ^f-sfl 3l^Rr 

^^^HJ^r'SKEthernet Passive Optical Network; EPON, <>]*} "EP0N"^&r ^W) 
*1M A o v ^ ^-f TDMCTime Division Multiplexing)*^-^ A 0NU(110-1 10-3)£) 

nflolEi!- °-W^^*>7fl s^JL, tfrtfr ^ ^ 'Broadcast and selection' Af-g-fl-cf. 

^r, SrU= 0LT( 100)3. Jf E] <y^Sl Jf-^ 0NUC110-1 vfi*l 110-3)3. 

nflA]^^ 51^- 0NlM-( 110-1 110-3 HI Til ^i^slJl, ZL ^ sfl^-sl^ 0NU( 110-1 ^ 

110-3)^^1 t^xl-i- ^Ei^^A-] WV^ ^ol4. o]s|. ^-o. ^ofl/^ nllAl^l- ^ «1^- 
0NU(110-1 tfl^l 110-3)7} o}\d t}^ ONUUlO-l ^^1 110-3)7} <#7] ^)o]b\^ ^ oi 

iEth #*8= ^-MH ^ ^] ^ 0NU( 110-1 110-3)7} ^^^M-, PON 

^ ^ 0NU(110-1 tfl^l 110-3)7} c}^ ONlKllO-1 ^fl^l 110-3)^1 3R^}c*] 'Denial of 

Service' ^r^^M- ^ ^ 91^. <>l&|tr «<M*}7l 

^\7\ €A3r>r4. n}eM, ^^4^^ He) v1le^ aoll ^ z^- 0NU( 110-1 

110-3 HI rfl*H ^I#^^r» -^S ^ f}^ -&«fl*}^ ^Jls}*}^ :g*}» -g^} 

^ ^RMIJHI rflsfl asl-cl^Al-I- i^Jl, ^ Ajo) TjflAl^H cfl*> ^- ^ 

ATM PON-g- <y-^^ 7l#^r o}u] &^3\-7} &S.£(6\ ol^ ^^3^ ZL ifl-g-g- ITU-T 
G.983.H] 7l^£)<H SX^. zt^M- °1e^ PON^eRr l-^BCphysical plant) 

i 2^r ^H*] ^-^9] tr ^13^, <iJ«V3S] °lEi^l ^eflo] B^-§; 51 a] <jj} ^cf. 
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n> o>qef FCSCFrame Check Sequence ^S)-*}^ ^l^l^JI 9X^. °J^*1 

91^5)*} ONU)7> 7}S. ^JlS^H OLT(100)°fl 3^r*H ^H*ll- 

&&Ht ^4-, 0LT( 100)7} 9j#^l 7}3_ ^-JlS} ZL ^la tiling iH3 

o] JEtb FCS^ ^ §^7fl s]<H pes ^}3L °\}z\7\ ^^>7ll ^JELS, oil- ^sfl dlol^|ul- cflo] 
^ ^Q*}7} 91^ & 391*) o>\d^l» W*>711 ^tf. zle^, ^7lP4- ^o] FCS^l # 

^ zl *fla tilS-i-^ ^ FCS^ ^4 l-^Tfl s)o] pes ^la. <^7} ^J^>7ll ^cf. n}^, 
^1^71- ^7fl*Hr ^a^l tfl3H^ FCS *\)3. °\}£\7} ^^-msX^ *1 °1 °flsi7l- ^aM- t)*} 



7>9J*HMH oj-j:^ n 1 |7iq# ^ ol- o. ^ yj-yj^. ^^ofl o^rf. 
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1020020060176 #^ ^*>: 2003/9/30 

<18> £ g: s.^^. ^tflcf^o} Be| 7Mfe M]H^a^l olc^ 

<19> Jg. ^ Cf^- ^-^^ ^Cflcf^^ H5l 7>*l^r vi]H^3<y old^l ^^f# 

7}<y*HHH *l 1^*Rr ^3. 3H*1 ^-t^-o.^ ^^ 7 > 7Br 

*V y o V ^# 31^31 $1^. 

<20> ^1-71 2f ^ ^*}7l ^ ^°1 3^ ^>M-^ VllH^3 #*14 

#71 MlH^H ^<3SL vilB^a ^5]^ MlH^EL 

t^Kr ID1- H31<y3l ^7>*>^ 31 14^4, sfl^i z\)o)b\ -fru|B31 

tfl*H ^ HI- ^*Rr 31 24^4, ^>7l $)3.£\ ^4 

31a. A oM ^31^31 ^7>*>^ 31 3^4, ^-71 31a. ^ = i^-sRr # 

^ 5.efl<y# -£7l 7)1 31 ID31 ^ ^Jls^Rt 31 44^4, ^"71 <y-jL2)-^l ^ = 1- 

H^1°J *I^3l tfltl: FCSCFrame Check Sequence) 313.1- ^*Rr 31 54^4, A oM FCS 
313^1 ^4 ^ X^-Sfe FCS ^2=1- ^-71 Hefl°j3l ^7}<5>^ 4^^" i^"^ 

S *li=K 

[^al ^ * *}--§-] 

<2i> o]^> ^t^o) ^a] ^11- ^«-*V £^-ir A <M1*1 *>7l 

3H Z| £^21 ^^s-ofl ^V^-ofl ^A4il-ofl tflsfl^ til 
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<22> ^cfl cf^o) Be) ^2 i-ilB^3<Hl^ Ji^* ^°]?} ^l^r ^Sr°l 

<23> ^7|oflA^ ^tfl cf^^ eel tflB^lH^ cflfi^<y oflS-H, s>i4^ OLTCOptical 

Line Terminal) (lOO)aJ- ^VM" ^Hr^ 0NU(0ptical Network Unit)(110-1 110-3)5. ^ 

PON* o(|S #<H ^^*>£^ tlrCf. ^>7loflA^) 7l^>^ ^A] ofl^ PON ^<M3E. 

PONCEthernet Passive Optical Network)^ ^rtr ^l^r. 
< 24 > £ ^A] <^ o]xy\^ vfl<*fl <y-3L3H cfl*l EflzL(tag)* 

*I|5L( Integrity Check), ^, ^#tr MlH^£L %x}7\ =5H«atl^» ^r^*>7l W 

^ = » #<ytr ^ , *)H*l£f IC ^Is^t 5- °}^^\ MAC Tflf^ ^r*3*> 

^ °1 ^JL^l rfl^V ofl B-1 ^3 ^H*}^ FCSCFrame Check Sequence)* ^-7>^> 

<25> S 3^ ^- "a a] 6\}d\] of = EP0IHH ^ssj-l- ^S^rfe 31 £S£ 

<26> £ 3<=H1 £*1€ u>2f ^-o], ^ifloll^ MAC ^^M^B 7flf^( 300-1, 300-2), MAC 

*fl<H 31#(302), MAC 7fl#(306), RS 7ll#(308), PCS(Physical Coding Sublayer, #h] 
-tMI^, °l^r »pCS"Sf ^-sm 7flfK310), PMA(Physical Medium Attachment, *Bj °fl*ll 
, °1*> "PCS"Hr ^*r4) 7fl#(312), PMDCPhysical Medium Dependent sublayer, °]f>\ "PMD"^ 
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W4) 3l#(314)°l oic}. ^o] *Hg£)fe ?fl#S! iLS>Sj- 7ll#(304)£r MAC #e}°l<ys Tfl 
#(300-1, 300-2) o>efl SE.^ MAC 31 #(302) *}S. <43H 4)*\*t 9X^. 

<27> Cf^o) 0NU( 110-1 ^} 110-3 )fe ^1^^ ^* r # 7^ 4z| nj-s wlig 71 

(secret key)* OLT(IOO)^ %-frfi\-3L 0NU( 110-1 ^*1 110-3)5+ 0LT(100)^ n>iE) 

7] (secret master key)!- Scfls. ^7|^AS rekeying ^*V# -f-sH 7>X|ji secret key 

» ^3- ^&<LsL*\ JSL^-fr ^ ^£ ^i=t. # 7 1 74*}%o\) tflSflA^ n ^tr4 



<28> z^-7l cf^- 7l7> ^<H^ oJe} El (entity)* ^3^3. <>Mcl (Logical Link ID; LLID)S ^ 

t*l# <r $Zi=f. a,, LLID^ z| 0NU(110-1 ifl*l 110-3)1-^1 Sfl^ Si 1 *. 
ONU(110-1 ifl*l 110-3) 7> 4^ fc5l*8H* 7Mi ^ ^-f , zj-z]-^ i^e^ofl «fl^ ^ 
5^. ^, JE. H 7V^7> iH( 120-1 ifl*l 120-3) IS LLID7> t-£ SX^. ^r, 

71 ^-tifl 7 > olifLo^l^ ^# LLID5}- tr^. 

<29> z^s] 0NU(110-1 vfl*l 110-3)4 feSl^H^ *]S. iL^ r jl 91^ 711- ol-g-§><^ 7>a]^1 

uflAl^li- <y-^sl-s:>7ll ^4. MAC #eH°iH Til #(300-1, 300-2) <HM B 

^7l (trigger)^ 3l#(304)°.S 3H^4. 3l#(304)°lH*r <£jl$- A>-g-/cl 

*}-§- (encrypt ion enable/disable)^-^ 44 *IM*H tfl^ *fl3.# ^*g*H ^ ^^f 

°ii ciitr icv -a-<g*>jL, ^-71 icv €^ °ih*h tn^. #-2. 

= efl°J 3U» tf^Rr ^ *H3-a- ^3}tr4. °1 "11 *i*n 
^fl^°l ^ *Rr31 ^e]^ Al7>o] RTT&H1 ^5Hr 7}^ ^ &4. a} 5}^ oj-^ <?fl 

^(encryption engine)^ sfl5J4 zJ°H ^*}7ll SS>H]^ 4 0 d°l ±&.^S.^ *81 
(parallel processing)*^ 4^*r4. *E t ^^(encryption-disable 
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packet)^ Ej-«y (fixed round trip time)* 

< 30 > s. 4^ ^ c^ofl n^-e. £^o.s, ^r*m ^ $x$m °] 

<3i> £ 4«H| £a]^ «>4 <^H 4^ PACPreAmble, He]<Slr) g 

H.(400), DACDesti nation Address, ^r^l*l ^rrii) sj:E.(402) f SA(Source Address, 
^)(404) L/Type( Length/Type, ^] e^) ^ = (406), LLID tag ^^(408), Enc 

tagCEncryption tag, Efln) slH.(410), PDU(Packet Data Unit) ^S.(412), 

ICClntegrity Check) ^ = (414), FCSCFrame Check Sequence) €^(416)1:5. ol^-^^l^f. 

<32> LLID^r 7} afl^- a] 2J- ofl^EH cfl^- Aiif^olcf. LLID tag type* 

*3l<y ^1 LLID» ^ ^£ SU. He1«SM #*tr ( tagging) 7]^ o. 

3. HefJ ^lofl £fs]7ll ^ XI c}. Enc tag ^S.(410)fe <y-3:S|-£] <^«.s. q. 

Ef^c)-. 420.2-3. 5*1^ 1:^-^ Enc tag ^ = (410H i*r€ ^ 33^* JL 

^i=f. ^"71 Enc tag ^ = (410 )fe <&3L$\- eflzi E^(Enc tag type)€^^r $\=L 
(Enc tag info)€^S ^€ *r ^^r- Enc tag info^r ^s^SS^l^l o^fl ^_2.^r ^Ji 
* 7}t]jl $X^= ^ = 71 ^-7l(key synchronization)^- f-fi- ^ &t}. <#J: 

sj. ^ c^ig ^oj Al^Cseed)^^:* ^ ^7]$- *|eU Initialization Vector; 

IV) &* IAS *}°-3, Enc tag info^r cl^tr IV* i^r^t ^E 91^. tr^ , Enc tag info 
1- 0AM(0peration, Administration and Maintenance) ^l^lM- t=r€- *)H ^H^Hl 'eM 
trtr^ °ls]^r #7l Enc tag €^(410)^ Enc tag info $M EflzL ^ = 3.*> ^€ t 

Sa^r. Enc tag €^(410)# «3"3l3e|-=M Enc tag € 
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:=(410)«- ^JL^sH Q^rSr ^l^Vcf. PDU ^=(412) ol^iofl 

PDU ^JEL(412H *1M*1°1 °-;gAj sfla-g. IC ^ = (414)71- ^flt4. °fl£tfl, <£ 

<£jl£)^.°3>| AESCadvanced Encryption standard)* * r -8-tr OCB 2.^.* ^-f , 

IC ^ = (414)^ ^°ll sfl^Rr ^ = ^ 4byte^r 10 byte^l 3-?}7} € 4 1 $X^. <& 

slsH- Efln= H3l<y, ^, ^-Jls}-^ = 2*1*^ ^-f Enc tag + IC Hefl^ ^©1 

7} -*f7r^EK FCS ^(416)^ *$3L2\- MAC A% ^MH<>1 ofl s) ^ ^t}7] A]~g-£ 

<33> MAC #eM£H(300-l, 300-2)<HH B^sH 7})#o_S 413:^ °lH*l£r 

zl <q <y-Ji3}- A]-g-/olA>-g. ^u-KDA.SA), 7H#4M -?-7>^ LLID tag 

^(408) ^-g- i^-tr^. 
<34> 3^1^ a] ^ofl tflSfl ^*Rr oj-ss}- ^*Kr cf-a-4 ^-cf. 

^Hfl^ ^HW. -a-JlSj-l- A>-g-tr ^1^1^^ ^-f , ^ PDU ^=(412)^^1 tfltr 

^*3*H ^ HEU^^l ^7>*r^. ^le-ltr 3lH^r ^ 0 v 3°.-§- 

CRCCCyclic Redundancy Check) ^ *fla. ^ sHth}. ^-^Aj *)1h1- Tjl 

fK304)£r LLID* t°JsM <~Q^ ^ <y-Jr^ -f-ofl AV-g-sV^ 7l# ^e)^ ^ elH^B^ 

*fl^ LLID°fl Sfe 711- 7f7^tK #7] 71 ^ <y-s ^-ZL^#al inputs tb 
*H PDU ^(412)4 IC ^ = (414)# ^Jisl-^cf . # 7 1 PDU ^i=(412) St<Hl ^J^tr 

DllAl^ls. ^1^=1 tag type^r <£S.^} tfltr 3^1- 3 J± l = t iH!*H MAC 7fl#(306) 
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MAC ^l^(306)oflA^ # 7 ] oj-^^j. t|#(304HH oj-Jr^t!- s_ 
€- tfl*fl FCS» ^*|^H ^ &M1 dR> FCS ^JEL(416)» ^7>*Vcf. 

<36> ^A]^ ^Al^o]] cfltb Cf-S-^ £t|.. ^A]^ *IH*H 

cfltb 4^5}- 4^ ^A] uflAl*H tJ]*V ^jjj. ^^4. ^ , MAC 31 

#(306) ^J^t!: -^-g-* ^(DA IC)(400 ^ 

*1 414)^1 cflsfl FCS-& ^«8SM 12 ^4 ^sj. FCS €^(416)^ «1 JH^V ^ zl 

^r^3l(receive_status) ^l^S. ^ Tfl^ofl #^4. °H #7l ^^nfl aij^ ^] 
FCS €-B7> ^71^ H3l<y°l ^ Tfl^o.^ ^^^4. 3l#(304)<HH^r MAC 31^(306) 

^-S-^-Ei xr e fl<yo} LLID tag €H-(408HH L LID# ^- < y*>i, Enc tag ^J=(410HH 

#3L& EflZI E^^ ^91^. EflZL 3K1 ^4, ^Ji^- ^AV-g-^ ^Al^ol %+5L$ 

#5.$- *H*H<?1 ^-f , LLID-I- ^-^^fZL 711- ^^ar>ir ^E^ e^^E^ 

S^-Ei sfl^ LLID^l Sfe 7l» 71-^-gri^. Enc tag €^(410H1 encryption tag info 

€^ ^ ^iL^ Aj. 7 l P>^Ei^ e^l^^S.^-E^| 7>7^ 7)# Scfls. ^-J> ^JLSl^ <g7]l 
*H PDU ^ = (412)^- IC ^JEL(414)1- 3.^ ^3L$- °H , ^ LLID^l 7l #ol o}vl 

3*1711 ^4. 45}-^, *fl H ^ #0] Hefl<y^1 IC ^ = (414)^1 #4 ig-eMTll ^4. 

PDU ^(412 HI tflsfl -^-^Aj ^ n ^ IC (414)51 ^4 

tiliU^ o^^^] ^ o. ( ^ ( v\]a}*}7\ LLID* 7V?1 ^ 

€ ^J°l 0>qH}jl ^£l^ ^-f, nflAl^ -T"^^ 1L%)°]3- n-S-Elofl ^^1^ ^ -ffe 
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<38> EEfj f^ofl^ ^-ssl-Sl^ <3<3£r DA ^=(400)*IM PDU €^(412), IC €S.(414)^H°1 

4. <y-JL2r^ DA ^(400) ~IC ^(414) *fla ^ FCS ^I=(416)£] 

l^l^H FCS ^-f^ MAC <^1&|7> &^g- ^l^cf 

. o]^ ^ssj- axf^^- 7]^ ^5)-^ PDU ^^.(412)^1 cflt!" ^13. ^ IC ^31 

(414)31 ^4 7lSL ^^^^ ^ ^l*}^ o}^ pflAl^q- DflA]^] 

^^Hr ?M ^i=f. ^3 7] Q^y} ^ 

3^ ^3. ^7} 7}^ ^lcf. 

MlH^a ^K^l^cfl, 0NU, Subscriber LLIDft- *fl# LLID# ol-g-*>^ ^ 

^SLsLM A uflH^H ^^>jl o]« ^t^s J±<£ <r <$A. 21, ^ 

Al^o^ ^13 ^ S3l<yofl IC € = (414)«- ^7><5}J1, IC ^ = (414)^11- 

i^*Hr H2fl«*H cfl^cx^ oj-jrs]-!- -f, Qzl^Q H3]^H1 tfl*H FCS =^tr 

-f FCS ^ = (416)# ^7>*H ^i^^SAi nflAl^o] ^^-sf oflei ^j=l 

*n^Hr ^si^a^i rfl^H ^ 7)1- cfloiE-ii- <y-^^H sa<H, 
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1020020060176 #^ H*}: 2003/9/30 
1] 

^°1 s\$= sj-^ uiiH^a. #*lsq- #7i MlB^a #*H 3^3^ ^^s. *>M-^1 i*| 

#7l Jf^# ^la^ ^ sM- € = # #71 Hefl«?H ^7> 

#7l 5L^-tb Hefl^J ^ FCS(Frame Check Sequence) 313. 
» ^^"Rr *ll 4434, 

#71 FCS 31H3 ^4 ^-g- 3E$-*H=- FCS € = # #71 B 511^^1 ^7><5Kr 43 # 

2] 

#71 #^#31^r ^13 i-ilH^a. #^H1 ^-^^ ^ feBl^H o>olcl# *W£. 
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1020020060176 2003/9/30 
[%^*& 3] 

31 1%H1 5fl°H. 31 3^^ oj-jgr^ f$x£ vil^a ^El^H 4 0 lclt 

if-*Kr <>l-g-*H ZLofl Sfl^Kr 7lS <y-5lSl-# S}tt € 

• 

l^^t 4] 
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